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3.4 There is a counter fraud | The CAFT pages have been Policy review to be completed. Corporate Anti- Nov 2012
clf and corruption policy in | updated on the hub so that fraud Service
place which has been there is now information Link to policy to be incorporated. Manager End Nov
formally approved, surrounding fraud affecting the 2012 @
regularly reviewed and authority and how employees
widely communicated to | can report it. There is no direct | The government has recently launched a new HRD End Dec
all relevant staff. link to the Corporate Anti- ‘Fighting Fraud Locally’ strategy and toolkit for 2012

Fraud Policy as this is under
review.

No awareness sessions etc.
are run.

implementation in local government and part
of this toolkit is a free fraud awareness
package endorsed by CIPFA that authorities
can roll out within their organisation. The tool
disk was provided in August and has been
sent to the learning pool for incorporation into
Harrow’s Learning & Development
programme.




2011/12 AGS Action Plan

AGS - . Responsible . Risk of
Ref Area of Assurance Gap Identified Agreed Action Offi Timescale Gap
© lcer 2012/13
3.7 Where a scheme of Management Assurance Reminder on the requirement for a Corporate Dec 2012
clf delegation has been Exercise identified directorate/service specific scheme of Directors
drawn up, it has been directorate/service specific delegation to be put in place provided to CSB
formally approved and schemes of delegation August 2012. @
communicated to all covering HR / service specific
relevant staff responsibilities not consistently | Management Assurance Action plans for
in place across the Council. Childrens, Adults and RAF require action to
be taken to develop Directorate delegations.
2011/12 Management
Assurance Exercise shows a
2% corporate improvement to
58% working well.
3.34 There are up-to-date data There is no consistent The data Quality Procedures will be reviewed | Information March
clf approach for validating and communicated to management using the | Manager 2013

security policies and
guidance in place
covering:

* key business areas

information from third parties
as it is the responsibility of the
contract ‘owner’

Information Management
Team now taking this on.

new policy compliance software.

Current position:
Taken on by Information Manager August
2012
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3.35 Policies and procedures Currently no monitoring or Policy compliance software to be purchased Information In place by
New P! compliance testing of policies. | in 2012 which will monitor and test policy Manager April 2013
meet the requirements of ;
; compliance.
national standards, rules, ‘
?erf|n)|(t;c;rr113|aTE glt:nrdagci,] Current position:
Oc; Ir?formgt‘iaon eAct Zﬁ do Software identified and costed (£20k +
. implementation costs). Hope to secure capital
Data Protection Act. The : - . .
Council periodically fundmg. Negot[atlng_prOJect details and costs
; of implementation with CAPITA (as a BTP
reviews and updates roject)
these as necessary. The project.
Council can demonstrate
it applies policies and
procedures consistently
and there are
mechanisms in place to
check this based on risk.
3.36 Senior management Lack of robust reporting Risk approach to Information Information January
New 9 mechanisms to senior Management/Data security to be reviewed in Manager 2013

receives the results of
these reviews and take
corrective action where
necessary. The council
complies with data
protection legislation and
other relevant
requirements, without
creating unnecessary
barriers to sharing data

legitimately with partners.

management.

2012/13 (this will include more robust
reporting mechanisms to senior management)

Current position:
Planned structure (see below) will improve
reporting.
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Proposed Information Risk Management/Security Reporting Structure

Assistant Chief Information Asset Owners (IAOs) are supported by
Executive Information Asset Controllers (IAC), who are responsible
(duﬁse'sﬁ - for managing risks to information assets within their
respective directorate. The IAOs are responsible for

ensuring that information risk is managed appropriately
and for providing assurances to the Information
Governance Board (IGB) and the Senior Information Risk
Owner (SIRO). The SIRO in turn provides assurances on
the controls and procedures for managing Information to
the Chief Executive.

description)

Corporate Director Corporate Director Corporate Director Corporate Director

The aim is to ensure that the approach to information risk

Resources Environment Childrens Health & Wellbeing .
INFORMATION INFORMATION INFORMATION INFORMATION management:
ASSET OWNER ASSET OWNER ASSET OWNER ASSET OWNER

(duties in job
description tbc)

(duties in job
description tbc)

(duties in job
description tbc)

(duties in job

« Takes full advantage of existing authority and
description tbc)

responsibility structures where these are fit for this
purpose;

« Associates tasks with appropriate management
levels;

¢ Avoids unnecessary impacts on day-to-day
business;

Divisional
Directors/Service

Divisional
Directors/Service

Divisional
Directors/Service

Divisional
Directors/Service

Managers Managers Managers Managers
INFORMATION INFORMATION INFORMATION INFORMATION R Ensures that all the necessary activities are
ASSET ASSET ASSET ASSET . . . . .
CONTROLLERS CONTROLLERS CONTROLLERS CONTROLLERS discharged in an efficient, effective, accountable

(duties covered in and visible manner.

delegations tbc)

(duties covered in
delegations tbc)

(duties covered in
delegations tbc)

(duties covered in
delegations tbc)
Whilst this is the proposed structure individual directorates
may find it more appropriate to allocate the role of IAO to
another senior officer such as a Divisional Director.

Staff
(duties covered in
acceptable use
policy including
requirement to
report to line
manager)

Staff
(duties covered in
acceptable use
policy including
requirement to
report to line
manager)

Staff
(duties covered in
acceptable use
policy including
requirement to
report to line
manager)

Staff
(duties covered in
acceptable use
policy including
requirement to
report to line
manager)
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3.37 The council manages The Council has complied with | Current Position:
clf information risk ef?ectivel the Governments Code of Harrow Council has been Authorised to remain
Arrangements meet the Y- | Connection artld was formally connected to GCSX. However, following review of
requirements expected in certified on 1* Sept 09 and our Code of Connection (CoCo) documents, some
government including updated 29/07/11. However non-compliance issues were identified. As a
having a capable Senior CAFT moved 01/08/11 to.open result, we have been asked to provide updates to
Information Risk Owner plan office that does not, in the | the following on a quarterly basis (end of March,
(SIRO). The counci opinion of the CAFT Servi(_:e June, September & December) to the Compliance
compliés with the Manager and the Ipformatlon Team, PSNA: . _ .
requirements set out in any Management Service Manager | 1. IT Health Check remedial action plan (if
relevant codes of comply wit_h the relevant code | there were Critical or High risks identified).
connection for services it of connection: All hosts and 2. CoCo - MUST/RECOMMENDED controls
. network equipment are to be | where you were unable to state as 'Yes' to
has in placs, for example located in secure compliance.
the Government Secure accommodation.
gé?::;t/ Government Key issues include the security required for
) The latest compliance remote access and environment controls including
statement for GCSX submitted | patching and device lockdown.
in July 2012 stated:
All hosts and networking The risk re the open plan accommodation is only
equipment are located in part of the compliance requirements according to
locked secure accomodation. the Architecture & Security Assurance Manager
but is considered to be high risk by the CAFT
In addition: GCSx users are Manager.
restricted to defined areas at
two physical locations (Civic1 Action: Head of Through
and Civic 6 buildings) at Quarterly updates to be provided to the Business out
Harrow Council. Their access Compliance Team , PSNA transformatio | 2012/13
to the GCSx system is n Partnership
controlled via firewall rules. Continue to work towards closing gaps identified
in the CoCo & IT Health Check.
There remains a risk that the Divisional Nov 2012
open plan nature of the To explore use of glass screening for CAFT with Director
accommodation will not be Property Services. RAF/CAFT
deemed suitably secure should Manager

we be audited plus the London
Public Sector Network
regulations coming in 2013/14
are more rigorous.
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3.38 The council incoroorates When Capita took over the ITO | Current position: Information January
c/f d practi t zd d a full suite of policies was Full suite of Information Policies currently Manager 2013

good practice standards implemented by the Capita ICT | being reviewed by Information

and specified public . .

o Security Manager that meet Manager/Information Governance Board.
sector policies on data
: . . ISO Standards.

and information security

g]rtgcngrvég plfé'ff:aﬂse Whilst the Council has a full

ISO27001 and relevant suite of Informatpn .

; Management Policies in place
Codes of Connection for ;
these need to be reviewed and
the NHS Network (N3)
updated.

and Government Secure

Intranet and Government

Connect.
3.39 The council can A security incident log is now in | An awareness campaign on security incidents | Information January

demonstrate it is reducing | place and is monitored by | and reporting of will be launched soon. Manager 2013
New : 0 . .

the number, severity, or Council's Client Team. Polices

both, of security incidents | and procedures have also

as well as feeding been improved through

lessons from incidents improvement reviews

into information security
policies and practice.

conducted by the client team
i.e. Incident reporting and
management procedure.
However, the Council can only
capture what is reported as a
breach or incident and there
may be many more out there
un-reported.
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13.11 Joint workforce planning. | Although there is an integrated | This has been identified in the Strategy for Jon Turner Dec 2012
c/f Children’s Workforce Strategy | People 2010-2012 as an action for 2011

and joint induction
arrangements for those
working with children across
local partners this does not
exist to any significant extent in
other Directorates.

Workforce strategies and plans
continue to be developed but
are not yet in place in all
Directorates. Where
appropriate Directorate
workforce strategies / plans
include joint planning with
partners

therefore no further action is needed here.

Current position:

Workforce Strategies are now in place for all
Directorates with the exception of Resources
which is currently being developed (although
strategies are in place for number of Divisions
within the Directorate) and where relevant
partners are identified.

(o)
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GF7 Making sure that an A significant gap relates to IT | A disaster recovery plan is now being put Head of IT Client | End
c/f effective risk Disaster Recovery which was together for the main systems; SAP, Team December
management system is in | recognised as a significant Framework | + Telephony and a test will be 2012
operation governance gap in the 2008/09 | carried out mid December. (reliant on @
Annual Governance Statement CAPITA)

and remained a gap
throughout 2009/10, 2010/11
and 2011/12.

There are arrangements in
place to meet this requirement
however the main project to
support this is the migration of
the council’s IT applications to
the Capita West Malling site,
which was due to commence in
September 2011 on a phased
programme to be completed in
April 2012. This programme
has been delayed as the
Council is considering keeping
the data centre on-site in order
to deliver a cost saving. Given
the delay this necessitates a
plan is now being put together
to test disaster recovery of the
systems as they stand.

There is a continuing risk until
this project is complete
although the wider business
continuity plan takes this into
account and the risk is no
greater than it has been
historically over a number of
years.
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OGF8 | Making sure that an Health & Safety Progress made i.e. audit tool rolled out, but Divisional April 2013
c/f effective risk will not be fully implemented until 2013 as it is | Director Risk,

management system is in
operation

Management Assurance
Exercise identified that Health
& Safety not working well
across all areas of the Council.

A comprehensive review of
H&S has been carried out and
a new restructure and a two
year improvement plan is
commenced in 2011/12.

a two year plan.

Audit & Fraud
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3.42 The council engages with | Although a well publicised 2010/11 AGS agreed action : To devise a pro- | Head of Climate n/a
c/f its staff and gains their Energy Saving Campaign was | active engagement programme on the Change
commitment to, and run in 2008/09 it is recognised | council’s approach to reducing its impact on
ownership of, the that a more pro-active the environment. @
council’s approach to engagement with staff is
reducing its impact on the | needed. Not implemented during 2011/12 due to lack
environment of resources and this is not expected to
Reduced staffing levels and a change in the near future.
freeze on recruitment during
2010/11 have meant that it has | Whilst the Council will continue to engage with
not been possible to devise a staff on individual campaigns it is recognised
pro-active engagement that it will not be possible to undertake an
programme on the Council’s extensive pro-active engagement programme.
approach to reducing its Whilst not ideal this is not considered to be a
impact. significant governance risk.
16.5 External Audit This significant gap relates to | Action will be agreed as part of the 2011/12 Treasurer New
New the lack of separation in the AGS Action Plan to ensure that this situation WLWA/Treasury | treasurer
Council’'s main accounting does not re-occur in the future. Management to be
system between the Council’s agreed by @
financial records and those of Current position: end Dec
the West London Waste A new treasurer for WLWA is about to be 2012

Authority (WLWA) and the fact
that, whilst the WLWA is a
separate legal entity, a
separate bank account is not in
operation. Although the
account has been operating in
this way for many years a
number of issues arose during
the course of the audit, that the
External Auditors and the
Council’'s Corporate Finance
team have worked together to
resolve, which highlighted the
risks of no separate bank
account.

appointed and a decision taken as to whether
the Finance back office will transfer to another
authority under the new treasurer. It will be
for the new treasurer to determine the
appropriate action to be taken however if
Harrow are no longer involved in WLWA
finance this will cease to be a governance
issue for Harrow.
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16.6 External Audit Ledger codes for Academy Management will review the approval Finance Business | Dec 2012
New schools that are no longer processes in place. We will write to all finance | Partner, Financial

council assets were ‘closed’ staff and the ERP team to reinforce the Accounting,

and removed from the chart of | importance of this control. Capital & @

Taxation

accounts without the required
approval. Hence income and

expenditure was omitted from
the draft financial statements.

IA — This should be included in a Financial
Procedure linked to Financial Regulations.

Current position:

Review complete and responsibility for
authorising action agreed and communicated
to relevant staff. (Evidenced)

Formal Financial Procedure to be drafted.




